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0 Method for locidng to the user's card In a portable radio telephone. 

® The Invention relates to a method for the use of 
a portable radio telephone, which has a processor 
(4) controlling and supervising the operation, a key- 
board (7) and a display (6), and a card reader .(3), in 
which case, when the radio telephone Is being used, 
the user identification data required by the radio 
telephone system are read from the card (1). The 
identification data (21) of the card (1) of the user 
authorized to use the radio telephone concerned are 
recorded in the non*erasable memory (5) of the 
processor (4), whereupon the radio telephone shifts 
Into a mode loclced to this card in such a way that its 
use is possible with only a certain card (1). By 
means of this method, protection is achieved against 
unauthorized use of the radio telephone. 
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Method for fockfng to the user's card In a portable radio telephone 



The invention relates to a mobile radio tele- 
phone, in particular to a method for the use of a 
portable radio telephone operating in a public radio 
telephone network which has not only the radio 
telephone parts but also a processor which controls 
and supervises the operation and has a non«eras* 
able read-write memory, a keyboard and a display, 
and a card reader, in which case, when the radio 
telephone is set up for a telephone connection, the 
user identification data required by the radio tele- 
phone system are read from the present card in- 
serted in the card reader. 

One example of such a radio telephone is the 
telephone working in the German NET2-C network. 

The magnetic card required for the use of a 
NETZ-C radio telephone Is a plastic card, the size 
of a normal credit card, provided with a magnetic 
strip. This card has all the information required by 
the system regarding the user. The possessor of 
the card may feed his card into any NETZ-G tele- 
phone and use the telephone with his own iden- 
tification code, without the system knowing any- 
thing about the origin of the telephone itself. 

Owing to the above, stealing a portable tele- 
phone may become tempting. If the thief is not 
caught red-handed, tracing the telephone later is 
nearly impossible. 

The object of the Invention is to provide suffi- 
cient protection in the telephone itself against un- 
authorized use. 

According to the invention, this protection is 
implemented by means of the system by recording 
in the memory of a portable radio telephone the 
identification data of the card of one specific user 
authorized to use the radio telephone concerned, 
whereupon the radio telephone shifts to the locked 
mode, locked to this user's card. In such a way that 
the use of the radio telephone in the mode locked 
to the user card is possible only with the help of 
the card designated for it, and that unlocking, 
whereupon a shift is made back to the unlocked 
mode, is possible only with the help of the canj the 
identification data of which were recorded in the 
memory of the processor at the time of shifting to 
the locked mode. 

Protecting a telephone against unauthorized 
use is known ger se, but the question has always 
been of locking the telephone apparatus itself or its 
operation. However, the locking of the telephone 
apparatus alone does not provide sufficient protec- 
tion, since opening the locking code is in principle 
possible by experimenting with a sufficient number 
of codes, if the telephone allows the locking code 
to be keyed In using any card. 

According to the Invention, the rsdto tetephone 



thus has, available for the user to choose, a locking 
level the activation of which locks the telephone to 
the magnetic card in the card reader at that mo- 
ment The telephone functions completely normally 
5 as long as the correct card is in the telephone, but 
if an attempt is made to use the apparatus with a 
wrong card, its operation is prevented, if the tele- 
phone locked to a card is stolen together with the 
card, calls made using the card concerned can be 
70 prevented at the system level. 

In anotiier embodiment of the invention, a lock- 
ing key is provided in the keyboard for the user to 
press in order to shift the radio telephone to the 
locked mode and out of it. 
75 Acconjing to the invention it is also possible to 
use for the locking for example a four-digit code by 
means of which the canj locking is activated. The 
locking code and the identification code on the 
card may also be recorded in the indelible memory 
20 of the telephone. After the card is fed in, the 
identification code on the card Is compared with 
the identification code recorded in the memory, 
and when the card is the correct one the telephone 
functions normally but in the case of a wrong card, 
25 operation is prevented. The unlocking can be done 
witii tiie same card as was used for activating tiie 
locking, by keying in tiie conrect locking code. 

A mobile radio telephone may be made up of a 
separate operating apparatus (a handset) and a 
30 radio unit, each of them having a separate proces- 
sor. In tiiis case the locking concems both the 
operating apparatus and the radio unit 

By this solution a protection has been achieved 
in which botii the operating apparatus and the radio 
38 unit are locked to the same card, in which case not 
even the stealing of the operating apparatus alone 
would be worth while. 

In the event that the operating apparatus does 
not have its own separate processor, tfie locking is 
40 implemented in the processor which controls tine 
whole telephone. Such one-processor apparatus 
could be. for example, hand telephones witiiout a 
separate operating unit. 

The card locking can be implemented com- 
45 pletely via tiie program. The card locking is seen 
on the user interface as only one locking level, 
which the user may select when he so desires. All 
that is needed additionally is routines for the iden- 
tification comparison and for preventing the func- 
50 tioning of the telephone. 

The user card may be a plastic card, the size 
of a credit card, provided with a magnetic strip, or 
some other card suitable for the purpose, for exam- 
ple a so-called "intelligent" card provided with a 
processor. 
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The method according to the invention is de- 
scribed below with the aid of an embodiment ex- 
ample depicted in the drawing, 
in the drawing, 

Rgure 1 : a biocic diagram of the principle of 
a portable radio telephone to the extent that it 
pertains to the Invention; 

Rgure 2: a representation of the principle of 
the Identification data contained in the user's mag- 
netic card; 

Rgure 3: an Illustrative picture of the com- 
parison of the locl<lng code in the memory and the 
coda which is fed in; 
and 

Rgure 4: a blocl< diagram of the principle of 
a portable radio telephone when the apparatus Is 
made up of a separate operating apparatus and a 
radio unit. 

The method worl<8 in such a way that when 
the user wishes to lode the radio telephone de- 
picted as a block diagram in Rgure 1 to a certain 
magnetic card 1. he feeds the card Into the mag- 
netic card reader 3 in the telephone, activates the 
locking by pressing the locking key 8 in the key- 
board, and keys in a four-dlgtt locking code from 
the keyboard 7. At this time tiie telephone number 
(Rgure 2) or its part 12 on the card 1 Is recorded, 
togetiier witii the locking code 22, Into ttie indelible 
memory 5 of the telephone. (The data contained In 
tiie magnetic card depicted in Rgure 2 pertain to 
the use of tiie radio telephone system, which Is not 
explained here In greater detail.) 

When tiie magnetic card 1 is fed Into tiie card 
reader 3 the next time, before tiie Initiation of tiie 
registration into tiie network the card number 21 
recorded in tiie memory 5 and the numt>er 31 in 
tiie card which Is fed in are compared. If tiie 
numbers agree in the comparison of Rgure 3. the 
operation proceeds normally. But If tiie card 1 la 
wrong, i.e. numbers 4'-8' (31) differ from numbers 
4-8 (21), tiie telephone will not register In tiie 
network and will not accept any commands from 
the keyboard 7. Thus tiie unautiiorlzed use of tiie 
radio telephone, without the conrect magnetic card 
1. is more or less completely prevented. It is possi- 
ble to unlock the card locking by activating tiie 
unlocking by means of key 8 In tiie keyboard and 
by keying In tiie locking code 22 given at tiie time 
of the locking. 

The operation of tiie parts of the radio tele- 
phone and, for example, the keying In, recording 
and comparison of tiie numbers are controlled by a 
microprocessor uP (4) In a manner known gar se, 
not explained here in greater detail. 

Since according to Rgure 4 the mobile radio 
telephone is made up of a separate operating ap- 
paratus handset) and a radio unit each having 
its own processor 4a and 4b, tiie locking concerns 



both tiie operating apparatus and the radio unit 
This means that the same identification code 
(shown in Rgure 3) has been recorded In the 
Indelible memories 5a and 5b of both the operating 

5 apparatus and the radio unit After tiie feeding In of 
tiie card 1. botti tiie operating apparatus and the 
radio unit compare tiie Identification infomnation in 
tiieir memories to both tiie identification code re- 
ceived from tiie card and ttiat keyed In. Thereafter 

TO tiie processors of both units exchange information 
regarding tiie correctness of tiie identification code 
according to a certain data transfer protocol; both 
processors must agree regarding tiie correctness 
of tiie Identification code before a call is initiated 

IS normally. 

According to tiie invention, the disadvantages 
of corrven tional locking, mentioned earlier, have 
been eliminated in such a way tiiat tiie telephone 
will not register in tiie network and will not accept 

20 commands from the keyboard. I.e. the telephone is 
completely "dumb". If a wrong card 1 is fed into 
tiie card reader 3. 



25 Claims 

1. A method for the use of a mobile radio 
telephone, especially a portable radio telephone 
usable in a general telephone network and having 

30 not only tiie radio telephone parts but also a pro- 
cessor (4). witii a non-erasable read/write memory 
(5). which controls and supervises the operation, a 
keyboard (7) and a display (6). and a card reader 
(3), In which case, when tiie radio telephone is 

05 being set up for a call, tiie user Identification diata 
required by the radio telephone system are read In 
tiie card reader (3) from tiie card (1) of tiie user at 
any given time, characterized In tiiat tiie Iden- 
tification date (21) of tiie card (1) of one specific 

40 user authorized to use the radio telephone in ques- 
tion are recorded in tiie memory (5) of the proces- 
sor, whereupon the radio telephone shifts to the 
locked mode, locked to tills user's card, in such a 
way that the use of the radio telephone in the 

45 mode locked to tiie user's card Is possible only 
with the help of the card (1) designated for It and 
tiiat tiie unlocking, whereupon the apparatus shifts 
back to tiie unlocked mode, is possible only witii 
tiie help of tiie card the Identification data (21) of 

50 which were recorded in the processor memory (5) 
at the time of shifting to tiie locked mode. 

2. A metiiod according to Claim 1, character* 
Ized In tiiat for shifting to tiie locked mode and out 
of it the user must press a locking key (8) arranged 

53 for tills purpose in the keyboard (7). 
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3, A method according to Claim 1 or 2, char- 
acterized In that for shifting to the locked mode 
and out of it the user must additionally key in a 
severahdigrt code (32). 

5 



10 



15 



20 



25 



30 



06 



40 



46 



SO 



4 



EP 0 301 740 A2 




^8 



FI6.1 



|-[lU|3|4-|5|6|7|a|-j 9|10Kl|«|13|<4|15h«|-l7|^ 



12 



14 15 



^16 



13 



FIG. 2 



I* s e rsl + IX Y z VI 2Q 

21--' ^ 



1 



•22 



31 



COMPARISON 



32 



14 5' 6'7'a'[ + IX'VZ' V'I 30 



FIG. 3 



EP 0 301 740 A2 



5a 



OPERATING 



4a I A-b 



RADIO UNIT 




FIG. 4 



0 



J 



Europ^llsches Patentamt 
European Patent Office 
Office europden des brevets 



© Publication number: 



0 301 740 

A3 



0 



EUROPEAN PATENT APPLICATION 



0 Application number: 88306554.2 
(§) Date of filing: ia07.88 



® int ci.S: H04M 1/66 , H04M 1/72 , 
H04Q 7/04 





Priority: 29.07.87 H 873309 


® Applicant: NOKlA«MOBIRA OY 


® 




Nakolankatu 8 P.O. Box 88 


Date of publication of application: 


SP-24101 Salo(n) 




01.02.89 Bulletin 89/05 






@ Inventor: Kemppl, Yrjtt 


Designated Contracting States: 


Jaanunfcatu 6 B 




AT BE OH OE E3 FR QB OR IT U LU NL SE 


SF-24100 Salo(H) 




Date of deferred publication of the search report 






14.03^0 Bulletin 90/11 


0 Representative: Prftctiard, Oolin Hubert et al 






Mathys & Squire 10 Fleet Street 






London EC4Y lAY(QB) 



0 Method for locking to the user's card In a portable radio telephoneu 

0 The invention relates to a method for the use of 
a portable radio telephone, which has a processor 
(4) controlling and supervising the operation, a key- 
board (7) and a display (8), and a card, reader (3), in 
which case, when the radio telephone is being used, 
the user identification data required by the radio 
telephone system are read fronr> the card (1). The 
Identification data (21) of the card (1) of the user 
authorized to use tiie radio telephone concerned are 
recorded in the non-erasable memory (5) of the 
processor (4), whereupon the radio telephone shifts 
into a mode locked to this card in such a way that its 
use is possible with only a certain card (1). By 
means of this method, protection Is achieved against 
unauthorized use of the radio telephone. 



< 
o 



CO 



LU 



r 



■1 



FIG.1 



^8 



Xerox Copy Centre 



3 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



Application Number 



EP 88 30 6554 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Catesory 



Citation of doctunoic with iodtcation, whm appropriate, 

of r*' — ~* «-«- r » 



524 (OKI ELECTRIC INDUSTRY 

* Page 2, line 41 - page 3, line 65: 
figures 1,2 * 

PATENT ABSTRACTS OF JAPAN, vol. 5, no. 
44 (E-50)(716), 24th March 1981: & 
JP-A-55 166 370 (TATEISHI DENKI K.K.) 
25-12-1980 

* Abstract * 

PATENT ABSTRACTS OF JAPAN, vol. 11, no. 
174 (E-513)(2621). 4th June 1987; & 
iS«i!"^^?251 (NIPPON TELGR. & TELEPH. 
CORP.) 14-01-1987 

* Abstract * 

TELCOM REPORT, vol. 9, 1986, special 
Issue, "NachrlchtenUbertragung auf 
Funkwegen", pages 313-318; F. BECKER et 
al.: "Die Mobil station Im Spannungsfeld 
von Innovation, Rational Isierung und 
technlschen Anforderungen" 

* Page 315, left-hand column, lines 
12-40; figure 2 * 

EP-A-O 185 365 (GNT AUTOMATIC A.S.) 

* Page 18, line 26 - page 20, line 13; 
figure 4 * 

PATENT ABSTRACTS OF JAPAN, vol. 7. no 
158 (E-186)(1303). 12th jiiri983 & 

2l?oJ?}9i3'''°" ''''''' 

* Abstract * 



The pKsent search report has been drwni up for an dainB 



Reievaiit 



1-3 



CLASSIFICATION OF THE 
APPUCATIOM gat, a.4) 



H 04 M 1/66 
H 04 M 1/72 
H 04 Q 7/04 



TECHNICAL FIELDS 
SEARCHED ant. CU) 



H 04 M 

H 04 Q 



THE HAGUE 



t cearch 



10-11-1989 



DELANGUE P.C.J.G. 



CATEGORY OF OTED DOCUMENTS 

X : paittcnlarly relevant if taken aione 

V I particalarly ndevant If combined wbh anotlwr 

docomait of the same cateBon 
A ; technological badcgroand 
O : non-wrftten disclosure 
P : Intermediate docameot 



T : thMiy or principle undetlyiog the ioveation 
E : earUer p^ent documoit, but published on. or 

the filfng date 
p : document cited in the appUcatlon 
L : docnmeat dted for other reasons 



* • JJ^J^ P«^< famliyrcorr^in^ini'" 



